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Voting and blockchains are intimately connected. Voting is used in blockchains for consensus, governance,
and decentralized organizations (DAOs). Conversely, blockchains can be used to serve as a bulletin board
for smaller elections. For all these applications the stakes are high, both financial and societal. Moreover,
for blockchains, the adversarial model is complex: the adversary has complete knowledge of the system and
full access to the network.

Here we focus on the use of blockchains for smaller elections; so-called boardroom voting. We consider
one such protocol: the Open Vote Network (OVN), which provides private voting on a blockchain. Such
private voting could also be applied to a DAO, improving the state of the art where voting for DAOs is often
pseudonymous instead of private.

The OVN protocol has previously been implemented as a smart contract on Ethereum. It comes with
an informal security argument. We propose a more complete analysis, which we, moreover, formalize in
the Coq proof assistant. We aim to connect our formalization of this protocol with a smart contract in the
ConCert framework in the Coq proof assistant. This contract comes with a formal proof that the tally is

computed correctly.

1 INTRODUCTION

Digitization is facilitating many aspects of our society, and voting is no exception. However, in
voting the stakes are higher than in many other applications. Moreover, elections require trust for
their outcome to be accepted. Blockchains provide a trusted bulletin board, and as such, they have
been used as part of voting protocols. Conversely, online voting also serves an important role in
the blockchain ecosystem itself. Online voting is used in some modern blockchains for making
fundamental changes to the system — so-called blockchain governance; see [18] for an overview.

Online voting systems have had buggy implementations or questionable security guarantees.
Blockchains can solve some of these issues but also raise a number of new questions; see [25]
for a description of the many issues with blockchain voting. Two critiques of blockchain-based
solutions are their security and the quality of their implementation. We will provide a road to
addressing these issues by focusing on a particular blockchain voting protocol: the Open Vote
Network (OVN) [17].

The OVN allows a small group (of N participants) to vote anonymously. To perform the vote,

all participants must first agree on a public encryption key. The encryption key in the OVN
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has a unique property: when multiplying N values encrypted with the key, one can efficiently
uncover the unencrypted product. Moreover, recovering an unencrypted product of M values is
only feasible if N = M. The OVN has been implemented as a smart-contract on the Ethereum
blockchain [20]. Such a smart contract implementation raises two questions: 1) Is the protocol
implemented correctly as a smart contract?, and 2) Is the protocol cryptographically secure?

A provably correct implementation is already available in ConCert [3]. ConCert is a framework
for implementing smart contracts as programs in the Coq proof assistant [29]. It allows one to
transform (‘extract’) these programs into several smart contract languages. ConCert was used
to prove functional properties of an OVN implementation. Tools like ConCert, however, cannot
reason about cryptographic security.

We will consider how to prove cryptographic security. We will do this in the computational
model, which is more precise than the symbolic model. In this model, one often uses a ‘game
hopping’ style to reduce the security of a protocol to well-established cryptographic assumptions.
To do this we need a programming logic to deal with probabilities. A number of tools support
this [1, 5, 30]. We use SSProve [1], which provides tool support for a modular game-hopping
variant, called State Separating Proofs [6].

The formal security of voting protocols has been analyzed before. Notably, the Helios protocol
has been analyzed in the symbolic model [4]. Moreover, the ballot secrecy property of Helios has
been formalized in the computational model in EasyCrypt [9]. The procedure verifying the ballots
has also been implemented in Coq and proven secure in the symbolic model [15]. This restricted
part of the Helios protocol was then extracted to executable code.

The procedure for verifying a ballot in Helios is a Z-protocol similar to one of the phases
of the Open Vote Network. In the present work, we provide a formally verified and provably
cryptographically secure implementation with executable code for all procedures of the voting
protocol, in addition to the verifying procedure.

With this paper, we address some of the security concerns about blockchain voting [25] by
providing a means to formally verify the security properties of the OVN. Functional correctness of

the OVN has already been proved in the ConCert framework [2].

1.1  Our Contributions

In this work, we investigate the security of the Open Vote Network. To be concrete:

e We highlight a gap in the original proof.
e We formally specify the requirements for honest voter privacy.

e We provide the first machine-checked security proof of the Open Vote Network.
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1.2 Outline

Section 2 presents the necessary background for this work. Section 3 defines our model of a public
ledger and our formalization of the OVN. Section 4 compares our work with previous work on

smart contract extraction. Our code is available from https://github.com/SSProve/ssprove.

2 PRELIMINARIES
2.1 SSProve

State-separating proofs (SSP) is a methodology used for structuring game-based cryptographic
proofs. A similar, but more informal, methodology is used in the Joy of Cryptography textbook [26].
The methodology allows game-based definitions and proofs to be composed in a modular way.
Until recently, the SSP methodology lacked the necessary tool support to be applicable in the
formal verification of cryptography. This lack of tooling was recently addressed by SSProve [1]
which formalizes the methodology in Coq. SSProve defines a (probabilistic) relational Hoare logic
for proving equivalences between cryptographic games. In addition to the relational logic, SSProve
defines a set of laws about the high-level composition of protocols. With these laws, it is possible
to define cryptographic protocols and games which can easily be composed in a formal setting.

SSProve defines protocol composition through its notion of packages. A package is a set of
imports, exports, and memory locations. Imports are signatures of procedures (expected input
types, output type, and a unique identifier). The package must contain implementations of all
procedures specified in the set of exports. A package where the set of imports is empty is called a
game.

Packages can be composed in two ways: sequentially (denoted P; o P,) or in parallel (denoted
Py || P). Sequentially composing P; o P, requires that the exports of P, are a subset of the imports
of P;. The sequential composition P; o P, is itself a package where the procedures of P, are inlined
into P;. Any imports of P, are added to the imports of the package. Parallel composition P; || P,
constructs a new package combining the exports and imports of the two packages.

Packages are implemented in SSProve using an imperative language which includes sampling
from distributions, accessing memory locations, and calling procedures. Table 1 shows a package
named SAMPLE exporting one procedure Main with no imports. Main samples uniformly from
the set {0, 1}, stores it in memory location loc, and returns it.

Security is defined as playing against an adversary trying to distinguish two games:

DEFINITION 2.1 (ADVANTAGE). For an adversary A and two games, G, and G, the advantage is
given by:
a(Gy, Go)(A) = |Pr[true « A o G| — [true «— A o Gy]|
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package: SAMPLE
mem: loc: secret

Main():
x <$ uniform {0,1}
put loc = x
y «— get loc
ret y

Table 1. Example package

To reason about the distinguishing advantage between two packages, SSProve provides the

following two lemmas:

LEMMA 2.2 (TRIANGLE INEQUALITY). Let Gy, Gy, and G5 be games. The distinguishing advantage
is given by:
a(G1, G3)(A) < a(Gy, G2)(A) + a(Gy, G3) (A)

LEMMA 2.3 (REDUCTION LEMMA). Let Gy and G,, be games and let M be an arbitrary package. The
distinguishing advantage is then given by:

a(M o Gy, M o Gy)(A) < a(Gy,G,) (A o M)

By combining the SSP methodology with SSProve, it is possible to give graphical representations

of proofs that have a clear semantic in a formal logic.

2.2 ConCert

ConCert is a smart contract certification framework in the Coq proof assistant. It models a
blockchain abstractly, as an immutable append-only ledger. It models account-based blockchains
such as Ethereum, Tezos, and Concordium.

Smart contracts are modeled as functions in Coq’s gallina functional language. The blockchain
model is executable in Coq, thus facilitating property-based testing, in addition to formal proofs.
The smart contracts in gallina can be transpiled in a verified way to a number of industrial smart
contract languages, including LIGO and rust.

A number of paradigmatic smart contracts have been verified in ConCert. This includes Escrow,
crowdfunding, token standards, a DAO, a decentralized exchange [23], and an interpreter for a
DSL for finance. The modeling is fairly precise, but it does not deal with resource (gas) issues.

Fortunately, the problems around the infamous DAO have already been modeled in ConCert [24].
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2.3 The Open Vote Network

The Open Vote Network (OVN) is an online voting protocol based on zero-knowledge and an online
ledger [17]. The OVN is a decentralized voting protocol without trusted parties. The protocol
achieves this by applying zero-knowledge proofs to detect any deviation from the protocol. These
zero-knowledge proofs are publicly available in a decentralized manner through the use of a
blockchain. The verifiability of the votes depends on brute-forcing the inverse of a certain function,
this limits the number of participants for which the OVN is feasible. Moreover, the OVN does not
try to address issues with national elections, such as voter coercion, so it should only be used for
small-scale elections.

We now give an account of the originally proposed protocol.

2.3.1  The OVN Protocol. The protocol proceeds in two rounds followed by a tallying process.
First, one fixes a cyclic group G, with generator g, for which the Diffie-Hellman problem is hard.
Each of the (n) participants P; selects a random secret key x; € Z|| and fixes a vote v; € {0,1}.

Round 1: Every participant computes their public key y; = g* and a zero-knowledge proof of
the relation between y; and x;. All public keys are put on the public ledger and verified by the
participants. After all these verifications, each participant computes a reconstruction key:

i-1 n
97 = ﬂg"f/ l_[ g7

Jj=i Jj=it+l

Round 2: Every participant computes their ballot as g

g% and a zero-knowledge proof that
v; € {0,1} is a correct vote. Both the ballot and the zero-knowledge proof are published to the

ledger.

Tallying: After each ballot is on the ledger and every zero-knowledge proof is checked to be
valid, the votes can be tallied. To tally the votes we compute the product of all votes.

n
1—[ gcixigvi — 927 v;
i

The product of all votes hides the tally in the exponent. To recover the vote the exponent must
be brute-forced. This requires making a table of all multiples of the generator. The size of the table
is limited by the number of participants.

Tallying the votes can be done by anyone. Every vote is published to the ledger, which is publicly
available. The tallying process requires no information private to the participants of the vote.
Hence, the only barrier to computing the tally is the computational requirement of brute-forcing

the exponent.
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2.3.2  Security Proofs. Hao et al. give the following security requirements for the OVN:

DEFINITION 2.4 (MAXIMUM BALLOT SECRECY). Each ballot is a ciphertext indistinguishable from

random. Thus, revealing nothing about the vote it contains.

DEFINITION 2.5 (SELF-TALLYING). After all ballots have been cast, anyone can compute the result

without external help.

DEFINITION 2.6 (DISPUTE-FREENESS). The result should be publicly verifiable. Anyone can check
whether all parties adhered to the protocol when casting their ballot.

For this work, we focus on the maximum ballot secrecy property. The self-tallying property has
already been proved [2]. Dispute-freeness is given by the use of zero-knowledge proofs in the
protocol.

For maximum ballot secrecy, Hao et al. give a proof for the OVN [17, Theorem 1]. This proof
has some interesting subtleties which are uncovered in a formal treatment as we will discuss in

the following sections.

3 MODELING THE OVN

To give a formal treatment of the ballot secrecy of the OVN, we need a model of the execution
environment.

Our formalization of the OVN consists of three components: First, we have the functionality
that any (honest) party should perform during the protocol. Second, we assume access to an ideal
functionality for zero-knowledge proofs. Third, the adversarial behavior is encoded inside the
execution environment.

All of these components are given as SSP packages and implemented inside SSProve.

We start by giving an account of the different components:

Zero-knowledge. Zero-knowledge protocols [12] are a cryptographic primitive that allows a
prover P to convince a verifier V of the veracity of a public statement, without revealing anything
beyond that fact. In the OVN protocol by Hao et al. zero-knowledge is implemented as a X-protocol,
which is made non-interactive by the Fiat-Shamir transformation [11]. We follow the presentation
of Hao et al. and define our zero-knowledge protocols based on the Fiat-Shamir transformation.
The zero-knowledge functionality is given by the SSProve package in Table 2.

To fully implement the ZK package two things are needed. First, the Fiat-Shamir transformation
depends on a random oracle. Inside the ZK package, the random oracle is exposed through the

Query interface. Second, we must supply implementations of Commit, Verify, and Response.
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package: ZK;eal
mem:

ZKVerify(h, a, e, z):
e «— Query h a
ret (Verify h a e z)

RUN(Ch, w):
assert R h w
a «— Commit h w
e «— Query h a
z «— Response h w a e
ret (h,a,e,z)

Table 2. Real Zero-Knowledge Package

package: ZKideal
mem:

ZKVerify(h, a, e, z):
e «— Query h a
ret (Verify h a e z)

RUN(Ch, w):
assert R h w
(a, e, z) «< Sim h
ret (h,a,e,z)

Table 3. ideal Zero-Knowledge Package

Security of the zero-knowledge functionality is defined as the ability to simulate the output of
Run without access to the witness. We define this in SSProve as the advantage of an adversary to

distinguish the real protocol from the simulated protocol:

DEFINITION 3.1. For any adversary ‘A and random oracle O, the zero-knowledge advantage is
given by:
a(ZKreal © 0, ZKideal © O) (ﬂ)
With ZK;gea as defined in Table 3.
Here, we utilize an idealized version of the two zero-knowledge protocols used by the OVN.

These idealized versions are unimplemented ZK packages for which we assume that Definition 3.1
holds.
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package: P?

mem: sk_loc_i: secret
ck_loc_i: public
vote: bool

Setup():
sk <¢$ uniform S
put sk_loc_i := sk
zkp < SCHNORR.RUN ( ¢° , x)
ret ( g¢ , zkp)

Construct(l : ledger):

let key := (compute_key 1 i)
in
put ck_loc_i := key
ret ()
Vote ():

x <« get sk_loc_i
c <« get ck_loc_i

if b then
let vote := (¢¥-¢g°) in
zkp <« CDS.RUN g%, c%0
ret vote

else
let vote := (¢¥-g™) 1in

zkp < CDS.RUN g% c*, —v
ret (vote, zkp)

Table 4. Honest Party Package.

The first protocol is the Schnorr zero-knowledge protocol [27] proving knowledge of (x, y) such
that y = g*. The Schnorr protocol is given by the SCHNORR package which is the ZK package
with specific implementations of Commit, Response, and Verify. The second protocol is the CDS
protocol [10] proving knowledge of (x,y,v) such thatv = (¢*,g*Y - 9) Vv = (9%, g*Y). The CDS
protocol is given by the CDS package which, again, is the ZK with specific implementations.

Honest Party Functionality. The core of the formalization consists of the single-party functionality.
An honest party has three procedures encapsulated in a package, as seen in Table 4.
Each instantiation has its own private memory location to store its secret key. This ensures that

composing multiple parties together in a protocol cannot compromise the secrets of any party.
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The compute_key specified in the honest party package is the function computing the recon-
struction key. A ledger is a finite map from natural numbers (representing the ID of the voter)
to tuples of (public key, zero-knowledge proof). Compute_key ensures that all zero-knowledge
proofs are valid and then computes:

i n
[ Twws] Jui
j=0 j=i

where [[j] represents the public key of party j on the ledger.

The Scheduler. The honest party functionality on its own cannot offer any security guarantees.
To reason about the OVN, we have to reason about the public ledger and the times at which the
honest party is called.

The Schedule package is used to model both the public ledger and to decide when each party of
the protocol gets to run. In particular, the Schedule package is used to limit and reason about the
adversary’s power attacking the secrecy of any individual vote.

The adversary is given the capability to control all other parties (except one) of the protocol. This
is modeled by letting the adversary pass a ledger state to the scheduler on which the remainder
of the protocol will execute. The adversary is limited in three ways; first, the scheduler forces at
least one other party in the protocol to submit an honestly constructed public key to the ledger.
This honest public key is always given to party j which is known to the adversary. Second, the
attacked party is run last. This party can therefore see the public keys of all other parties before
submitting their public key. Last, the procedures of the attacked party are run in the correct order.

The limitation that the attacked party can see the other public keys might seem restrictive.
Indeed, if all honest parties who want their ballot to be secret had to wait for the public key of all
other parties to be available, the protocol would deadlock. Fortunately, the restrictive modeling is
only an artifact of the modularity of the proof. As we will discuss later, this limitation is due to the
restrictions in the rules about programs producing random samplings in probabilistic programming
logics.

Alternatively, the modeling could be changed such that all parties are run inside the Schedule
package. With this, Schedule contains all necessary information to reason about the random
samplings and the order in which the parties are run. We chose the current representation to

achieve a more modular proof where one only needs to reason about the execution of a single

party.
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package: Scheduler
mem:

Run(l : ledger):

pk « Setup

x <$ uniform S

let y := ¢*

zkp < SCHNORR.RUN (y, x)
let 1031 := (y, zkp)

let 1[i] := pk
Construct 1
ballot « Vote
ret ballot

Table 5. Adversarial Scheduler Package.

3.1 Security Proof

From Definition 2.4, we need to show that the vote produced by an honest party, subject to the
scheduling, is indistinguishable from random. The game in Table 4 states a slightly different
property. The game given by comparing P} to P} proves that no adversary can determine which
of the two choices was voted for. If one were to prove that the vote was indistinguishable from
random, P? would have to construct a zero-knowledge proof that the ballot was constructed from
avote v € {0, 1}, which might not be the case.

Expressing our refined game within SSProve, we want to bound the following advantage:
a(Scheduler o Pi1 0 ZK, a1, Scheduler o P? 0 ZK,ear)

for any adversary A.

By inlining the procedures from the composed packages, we obtain the code in Figure 1. The
notation [[i] := x denotes updating the ledger (a finite map) on key i to value x. For simplicity of
notation, we assume that the ledger is mutable and the notation [[i] := x mutates the variable I.
Of course, a ledger is not mutable, we come back to this issue in Section 4.1.2.

By observing the inlined code, we see that the two packages are equivalent on all lines, except
the ones which compute the ballot. The advantage for the adversary can thus be bounded by the
advantage distinguishing ¢* - g° from ¢* - g7°. Since x is sampled uniformly, the distinguishing
advantage can only be zero if there exists an element x’ such that ¢* - g = ¢ - g™ and x” is equally

likely to be sampled from the distribution as x.
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Run(l : ledger):
sk <$ uniform S
put sk_loc_i := sk
zkp < SCHNORR.RUN ( g* , x)
pk « ( g° , zkp)
xj <$ uniform S
let y := g%j
zkp < SCHNORR.RUN (y, xj)

let 1[j1 := (y, zkp)

let 1[i] := pk

let key := (compute_key 1 i) in
put ck_loc_i := key

X «— get sk_loc_i
c «— get ck_loc_i

if b then
let vote := (¢®-¢g°) in
zkp < CDS.RUN g%, c%0
ret vote

else
let vote := (c¥-g) in

zkp < CDS.RUN g% c*,—w
ret (vote, zkp)

Figure 1. Scheduler o P’ 0 ZK, cq

This line of reasoning, however, poses an issue. When comparing the two programs with one
program computing with x and another with x’, we see that the ballots are equal, but the public
keys (g and ¢*') would be different.

The value of ¢ however, is computed from a bijective function on x;. So rather than using x we
can use x; to compare the distributions. To do so we need to apply the DDH assumption, which is
defined in Table 6.

The proof is given by the following steps: First, we alter the code from Figure 1 to use the DDH*
package to sample the random values. Next, we show that c is indistinguishable from random.
This step requires finding the coupling f such that

f(compute_keyli) = x;

However, simply proving that f exists is not enough. For the proof to be valid, we must supply
the specific f, which will depend on the content of the ledger. Computing f from a fixed ledger is
straightforward: For each product in compute_key, we simply perform the inverse operation. This
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package: DDHP
mem:

Sample ():
x <$ uniform S
y <$ uniform S
z <$ uniform S

put secret_locl := x
put secret_loc2 := vy
put secret_loc3 := z
if b then

ret g%,9%g"
else

ret g~ g%,¢°

Table 6. DDH Package

step forces us to let party i submit their public key last. If party i did not wait, then there would be
no way to construct the coupling in our model of the OVN.

After replacing ¢ with a random value, we replace DDH! with DDH®. With DDH® we compute
the ballot as g?¢®, from which it is easy to find a value z’ for which g% = g% ¢™°. Since the
computed value depends on z, none of the state variables, nor the public key, are changed by the
operation. Lastly, we replace DDH® with DDH' and conclude the proof.

From this proof, we can conclude the following lemma:

LEMMA 3.2 (OVN BALLOT SECRECY). For any adversary A the ballot produced by an honest party

subject to the scheduling has maximum ballot secrecy with advantage:

a(Scheduler o P! o ZK, .41, Scheduler o P? 0 ZK,eal)

1

=2 - a(DDH’, DDH")(A o Scheduler)

Lemma 3.2 was formalized inside SSProve by utilizing both the theorem about packages and
the probabilistic program logic. An overview of the proof is given in Figure 2. All steps where the
adversary has no advantage were proven using the program logic. The steps where the adversary

gains advantage use the package theorems.

4 VERIFYING THE OVN SMART CONTRACT

Annenkov et al. [2] implement the Open Vote Network inside the ConCert [3] smart contract
verification framework. They prove functional correctness (the correctness of the tally) of the

OVN implementation. They also provide a formally verified transformation from the ConCert



A formal security analysis of Blockchain voting 13

Setup Run
1) | Scheduler SopSiuct)  pi Verty | 7K,
Setup Run
- S: I
2) | Scheduler c°";§:;u°t P} Verify 7K, —"F°. DDH,
Setup Run

Construct, P!

. Sample
Vote Verify ZK, ——— DDH,

real

3) [Scheduler

Setup Run

4 Scheduler%‘- P! Verty | ZK,, —2mPle ) ppH,
Setup Run

5 | Scheduler Sonstruct  po Verty | ZK,, —2mPle ppg,
Setup Run

6) | Scheduler -Sonstruct P! Verify ZK,

Vote

Figure 2. Package-level proof steps of Lemma 3.2.

From programs 1 to 2, the program remains unchanged after inlining giving the adversary no advantage.
From program 2 to 3, we apply the DDH assumption yielding advantage a(DDH®, DDH')(A).
From program 3 to 4, we use the program logic to reason about the ballot distribution. This step yields no
advantage.

Going from program 4 to 5, we apply the DDH assumption in the opposite direction yielding the advantage
a(DDH', DDH®)(A).

Last, from program 5 to 6, we use the same transformation as from program 1 to 2.

The final advantage is 2 - «(DDH®, DDH') (A).

framework to the LIGO smart contract language, which is used on the Tezos blockchain. The OVN
is written in gallina, the dependently typed programming language of Coq, and then transformed
to a simply-typed program within Cogq. Finally, this is translated with a small bit of unverified
glue code to the LIGO language.

4.1 The relation between ConCert and SSProve for OVN

We provide an informal comparison between the OVN formalization in ConCert [2] and our
SSProve formalization. First, we observe that the two implementations of the voting party are
functionally equivalent. We do not prove this fact formally. Next, we give an informal argument
that our SSProve model of the blockchain execution from Section 3 is compatible with that of
ConCert.

4.1.1  Equivalence of the voting implementations. In the SSProve formalization in Section 3, we de-
scribed three constituent parts: the single-party functionality, zero-knowledge, and the blockchain

model. To relate the ConCert and SSProve version of the OVN, we look at the implementation of a
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voting party. The implementation of a voting party in ConCert should be equivalent to the honest
party functionality of SSProve.

First, let us consider SSProve’s honest party functionality. The package encapsulating an honest
party can be divided into two parts: 1) the code responsible for computing the public key and the
ballot, and 2) the SSProve-specific code for storing secret variables in state between procedure
calls.

For the ConCert formalization of the OVN, the secret variables are passed into the OVN functions.
It is the responsibility of the caller to ensure the secrecy of the variables. The ConCert formalization
can additionally be split into two parts: 1) functions responsible for computing the public key and
the ballot, and 2) the activation functions controlling the blockchain interaction. The activation
functions are responsible for calling the functions computing protocol-specific functions at the
correct time. For the case of the OVN, the activation functions ensure that the function computing
the public key is used in round 1. Conversely, the function computing the ballot should be called if
the protocol is in round 2.

To compare the imperative-style SSProve formalization to the state-passing style of the ConCert

formalization we give the following theorem (which we have not checked in Coq):

THEOREM 4.1. For any procedure in the honest party functionality with state handling removed,
the corresponding (non-activation) function in the ConCert formalization is equivalent if the inputs

and the secret variables are equivalent.

We now turn our attention to how Theorem 4.1 can be proved.

Proof of Theorem 4.1. First, we define the three functions which constitute the core of the OVN:

compute_public_key(x : Z|g|) = g*

1

compute_key(l : G list,i: N) = l_[ l[j]/n I[J]

j=0 j=i
compute_vote(c : G,x : Zjg,v : B) = ¢*¢°
And slightly refactor the SSProve implementation as seen in Table 7.
With state handing clearly separated from the OVN functionality, we are left with comparing
the functions of the SSProve side with those on the ConCert side.
The proof of functional equivalence follows the same pattern for all three functions. The main

difficulties lie in connecting different formalizations of finite fields.

4.1.2  Model of blockchain. In the SSProve formalization, the Scheduler is responsible for modeling
the blockchain’s and the adversary’s capabilities. The scheduling is specifically restricted to let

party i wait for all other parties before voting. This restriction is purely an artifact of how uniform
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package: P?

mem: sk_loc_i: secret
ck_loc_i: public
vote: bool

Setup():
sk <$ uniform S
put sk_loc_i := sk
zkp < SCHNORR.RUN ( ¢° , x)
ret (compute_public_key x,
zkp)

Construct(l : ledger):
assert (map (fun (pk, zkp)
-> ZKPVerify zkp) (values 1

))
let key := (compute_key 1 i)
put ck_loc_i := key
ret ()
Vote () :

X «— get sk_loc_i
c « get ck_loc_i
if b then
let vote := (compute_vote
C X V)
zkp < CDS.RUN g%, c0
ret vote
else
let vote := (compute_vote
CXﬂU)
zkp « CDS.RUN g% ¢, —w
ret (vote, zkp)

Table 7. Refactored Honest Party Package.

sampling works in formal cryptographic frameworks. Specifically, our security proof relies on
computing the inverse of the compute_key function. The inverse can only be found if all the
arguments of the function are known.

Orthogonal to fixing the scheduling for one party, the Scheduler ensures that the procedures of
P; are called in the correct order. Lastly, the Scheduler is responsible for maintaining the ledger.
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A finite map represents the ledger and the Scheduler will only write to a specific key once. This
follows the ideal functionality of a blockchain, where blocks are fixed after their creation.

The modeling of a blockchain in ConCert is more precise. In ConCert, each party submits their
public keys and ballots to the blockchain, so that they eventually become part of a block and are
published to the chain. The OVN in ConCert is therefore based on activation functions. A party
can only proceed after all public keys/ballots have found their way onto the blockchain. Both the
SSProve and the ConCert OVN formalizations ensure that the different rounds of the OVN are

called in order.

5 RELATED WORK

The Open Vote Network was implemented as a smart contract on the Ethereum blockchain by
McCorry et al. [20]. A more efficient protocol [28], which moves more of the computation off-chain,
allows one to scale OVN to large groups of participants. Neither of these works applies formal

methods to ensure that the smart contract behaves as expected.

Smart contract verification. Aspects of Ethereum’s smart contract language have been formalized
in interactive proof assistants; e.g. [13, 19]. However, these works focus on the verification of
the compiler, not on individual smart contracts. We are not aware of smart contract verification
frameworks in interactive theorem provers (Coq, Isabelle, F*, EasyCrypt, ...) that could be combined

with the frameworks for cryptographic security mentioned in the introduction.

Verification of Helios. Helios is a popular voting protocol. It has been analyzed [4] with the
Tamarin [21] protocol verifier, which uses the symbolic model. Tamarin does not consider the
implementation of the protocol. Moreover, the Helios protocol does not include a blockchain.

Ballot privacy for the Helios protocol has also been verified [7] in the Easycrypt theorem prover
which uses the, more precise, computational model. This analysis was later extended to the Belenios
protocol [8]. Easycrypt is similar in scope to SSProve. However, Easycrypt does not allow one to
extract executable code and does not provide a framework for the verification of smart contracts.

Rivest [25] proposes ‘Software Independence’ as an important property for online voting proto-
cols: one should isolate the trusted computing base (TCB) of the voting protocol to independently
verifiable tallying of the votes. Of course, these verifiers should be correctly implemented. With
this in mind, Haines et al. [16] have extracted verified verifiers for the Helios protocol, using the
Coq proof assistant. This extraction is similar in style to our use of ConCert. A difference is that
ConCert uses the more modern verified extraction. Haines et al. reasons about 2-protocols, like
we do, but do not verify probabilistic properties. They work in a symbolic model with perfect

encryption and where negligible events never happen.
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Election Guard. Microsoft’s election guard! is a popular system for safe offline and online voting
which enjoys good properties such as universal verifiability. A formal analysis has been carried
out [14]. They use a symbolic model to prove special soundness and honest-verifier zero-knowledge
of the verifier in Cogq.

The Electis project’ combines ElectionGuard with the Tezos blockchain as a public bulletin
board. No formal security analysis of this combined protocol is available, although one would

hope that many of the properties of ElectionGuard carry over, and some are improved by the use
of a blockchain.

Cryptographic primitives. The smart contract in ConCert is parameterized by a group and a
hash function. In the extracted contracts simple, insecure implementations are used. This can be
improved by slightly increasing the TCB and printing the group to the group of the secp256k1
(bitcoin) or ed25519 elliptic curves, which are natively supported in LIGO. For the hash functions,
one could use blake2b or sha3. These primitives come from the HACL* library [31] which has
been formally verified for correctness in F*. To narrow the gap been F* and Coq, one could use

their hacspec [22] specification as a bridge.

6 CONCLUSION

We have provided a complete analysis of a cryptographic smart contract, which is both provably

functionally correct and cryptographically secure.
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