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Abstract

Capability analysis is a key building block for JavaScript supply-
chain security tasks such as malware detection, security auditing,
and runtime policy construction. However, existing approaches
do not provide guarantees in the presence of JavaScript’s dynamic
features.

We present a defensive capability analysis for JavaScript libraries
that soundly reports every exercised capability for code executed
under a lightweight protected runtime. The analysis tracks only
objects that are relevant to capabilities. It reports capability usage
either at the program locations where such objects are used, or
conservatively when relevant objects escape through operations
that the analysis does not model precisely. To address a small num-
ber of dynamic language features that would otherwise invalidate
this analysis, we complement the static analysis with a lightweight
runtime enforcement mechanism that blocks those patterns.

We implement the approach and evaluate it on large datasets
of benign and malicious npm packages. The results show that the
approach scales to real-world packages, pinpoints capability-usage
locations with high accuracy, and remains compatible with 98.2%
of benign libraries when using the protected runtime. Moreover,
it detects capability usage in 99.8% of the malicious packages in
our dataset, while the remaining cases are blocked by the runtime
protection. Our study also shows that at least 72.9% of the npm
packages use no security-sensitive capabilities at all, suggesting
that capability analysis can substantially reduce auditing effort in
practice.
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- Security and privacy — Software security engineering; «
Software and its engineering — Automated static analysis;
Software libraries and repositories; Scripting languages.
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1 Introduction

JavaScript programs rely heavily on third-party libraries [4, 35, 39].
The npm registry now hosts more than 3 million packages, many of
which are downloaded millions of times each week. In most cases,
these packages are benign and provide useful functionality that
helps accelerate development. However, thousands of npm packages
are reported as malicious or vulnerable each year,! indicating that
software supply-chain security has become a critical concern in the
npm ecosystem.

This problem is particularly acute in Node.js. Unlike browser
JavaScript, Node.js exposes native functions and objects that allow
code to interact with the file system, the network, the process envi-
ronment, and the module system. Examples include fs.readFile,
process.env, and module._cache. In this paper, we refer to such
security-relevant native functions and objects as sensitive objects.
When code calls them, reads their values, or writes their properties,
it gains the ability to perform security-sensitive actions such as
reading files, sending data over the network, or executing code. We
refer to such operations as capabilities.

Capability analysis reasons about which capabilities a package
may exercise and where in the code they are used. It is central to
software supply-chain security because executing malicious be-
havior in Node.js-based applications typically involves such capa-
bilities. For example, most vulnerability and malware detection
tools follow a common pipeline: they first extract capability-usage
information from the code, then apply dataflow and control-flow
analysis based on the capability usage location, and finally decide
whether the information flow is malicious or vulnerable by pre-
defined rules, supervised classification, or LLM-based techniques
to [8, 15, 25, 28, 30, 36-38].

Regardless of how sophisticated the downstream analysis is,
failing to identify code that uses capabilities causes the analysis
to miss potentially malicious or vulnerable code. This problem is
especially serious for malware detection, because malicious code is
deliberately designed to evade detection tools.

Unfortunately, no existing malware detection tool guarantees
that all capability uses are identified [8, 15, 25, 28, 30, 36—-38].
JavaScript has many dynamic features—dynamic property reads
and writes, prototype chains, and a large set of native objects—
that make capability analysis challenging. To balance precision,
recall, and scalability, existing tools handle these features incom-
pletely, causing their approaches to miss capability uses. Moreover,
some tools ignore dependency code altogether to achieve higher
scalability [25, 28, 38].

Some approaches [16, 37] use LLMs to audit capability usage,
thereby sidestepping the limitations of traditional program analysis.

https://socket.dev/blog/2023-npm-retrospective and https://github.com/advisories.
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However, LLMs provide no such guarantee either, and recent stud-
ies have demonstrated practical evasion techniques against such
detectors [22, 32]. Moreover, these LLM-based approaches incur
high analysis costs, which makes them impractical for analyzing
the entire packages in npm. Another group of approaches provides
runtime sandboxing and permission systems [1, 5, 12, 13, 31, 33, 34]
that enforce policies specifying which capabilities to allow. How-
ever, constructing correct policies requires knowing what capa-
bilities the code may exercise—which brings us back to the need
for analysis that does not miss exercised capabilities. For these
reasons, developers still cannot prevent potentially malicious code
from compromising their systems without manually reviewing all
dependency code.

Inspired by the defensive analysis technique by Smaragdakis
and Kastrinis [29], we propose a defensive capability analysis for
JavaScript libraries together with a lightweight runtime protection
mechanism. The static analysis uses a pointer analysis that tracks
only sensitive objects through assignments, property reads, and
modeled native calls. When the points-to information loses track
of sensitive objects at unsupported instructions, the analysis con-
servatively reports capability use; otherwise, it identifies the exact
locations at which capabilities are exercised according to the points-
to information. To handle a small number of dynamic language
features that would otherwise invalidate the static analysis, we
propose a lightweight runtime protection mechanism that blocks
those patterns. Together, these two components guarantee that
every exercised capability is reported for code executed under the
protected runtime.

The analysis does not, by itself, determine whether a package
is malicious or vulnerable; instead, it provides a reliable founda-
tion that strengthens the malicious code detection and runtime
protection techniques:

(1) For manual auditing, packages that do not use capabilities can
be excluded from further review, whereas, for packages that do
use capabilities, the analysis pinpoints the relevant locations
and helps auditors focus on the corresponding code.

(2) For more expensive downstream detectors, such as LLM-based
approaches, capability analysis can serve as a lightweight fil-
tering step that forwards only potentially security-relevant
packages.

(3) For runtime protection mechanisms, the inferred capability
information provides a principled basis for reviewing or con-
structing capability policies.

We implement the approach and evaluate it on large datasets
of benign and malicious npm packages. The results show that our
approach can analyze 99.0% of the packages within 20 seconds, even
including their dependencies. The approach also allows 72.9% of the
benign packages to be excluded from further review because they
do not exercise any capabilities, and for a collection of malicious
packages it detects 99.8% with static analysis alone, while blocking
the remaining cases with the runtime protection.

In summary, this paper makes the following contributions:

e We present a defensive capability analysis for JavaScript li-
braries that guarantees every exercised capability is reported
for executed code under a lightweight protected runtime.
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e We show that the approach is practical on a large npm dataset,
with high precision, high location accuracy, and low analysis
cost.

e We provide an empirical study of capability usage in benign
npm packages, showing that many packages use no security-
sensitive capabilities and characterizing how the remaining
packages use them.

e We study capability usage in real-world malicious npm pack-
ages and show that our approach can capture all of their capa-
bility usages.

2 Motivation

Malware detection relies on capability analysis because malicious
code ultimately requires such capabilities to achieve its objectives.
Existing approaches are often effective when code directly im-
ports and invokes sensitive APIs. However, they become unreliable
when capability usage is mediated through dependencies, dynamic
JavaScript features, or insufficient native objects modeling.

Figure 1 shows an example. Figure 1a is a code fragment from
@ungap/structured-clone, which has many dependents on npm.?
At line 2, the code defines a variable env that may resolve to the
global object. The deserialize function, defined at line 3, recon-
structs JavaScript objects from serialized data. At lines 15 and 18,
the function performs dynamic property reads on env. In JavaScript,
the global object exposes built-in objects, including the Function
constructor, which can construct new functions from string argu-
ments. Consequently, this code introduces a potential vulnerability
that allows the creation of arbitrary functions, although the package
itself is not malicious.

An attacker-controlled package such as Figure 1b, however, can
exploit this vulnerability to achieve arbitrary code execution. Unlike
a typical malicious package that directly invokes the Function con-
structor to create and execute malicious code, the malicious package
instead places a crafted serialized string in the "signature" field of
package. json and passes it to the deserialization function provided
by @ungap/structured-clone (line 26). This serialized string causes
the code at line 15 to construct a malicious function instance. As
shown by the serialized string (line 27), this function calls global
.process.getBuiltinModule('fs').rm('/"), which loads the
f's module and invokes fs.rm('/"') to delete all files in the root
directory. The code later requires @jest/diff-sequences (line 28)
to obtain the diffSequenceModule function. We omit the imple-
mentation of diffSequenceModule here. The key point is that its
third parameter is a callback that is executed when the elements
of a and b differ. By passing the malicious function at line 31 to
diffSequenceModule, the malicious package ultimately triggers a
callto fs.rm('/").

When existing state-of-the-art tools based on traditional static
analysis [8, 15, 25, 28, 30, 36—-38] analyze the code in Figure 1b, the
first challenge arises from dependency handling. Most malware-
detection tools ignore dependencies for precision and scalability [25,
28, 38]. As a result, they may miss the code-execution capability
entirely because it is defined in @ungap/structured-clone.

The second challenge is the lack of accurate modeling of JavaScript
features and native functions. For example, existing tools typically

Zhttps://www.npmjs.com/package/ @ungap/structured-clone
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1 const { VOID, PRIMITIVE, /x...%x/ } = require('./types.js');
2 const env = typeof self === 'object' ? self : global;

3 const deserializer = ($,_) => {

4 const as = (out, index) => {

5 $.set(index, out);

6 return out;

7%

8 const unpair = index => {

9 const [type, value] = _[index];

10 switch (type) {

11 case PRIMITIVE: // ...

12 case VOID: // ...

13 case ERROR: {

14 const {name, message} = value;

15 return as(new env[name](message), index);

16 }

17 }

18 return as(new env[typel(value), index);

9 3}

20 return unpair;

21 3}

22 const deserialize = serialized => deserializer(new Map,
serialized)(Q);

23 exports.deserialize = deserialize;

(a) Code snippet from @ungap/structured-clone has a potential code
execution vulnerability.

24 const d = require('@ungap/structured-clone');
25 const data = require('./package.json');
26 const signature = d.deserialize(JSON.parse(data["signature"])
DH
27 // the signature in package.json is "[[7,{\"name\":\"
Function\",\"message\":\"global.process.
getBuiltinModule('fs').rm('/')\"}11";
28 const diffSequenceModule = require('@jest/diff-sequences');
29 const a = ['A', 'B', 'C', 'D'];
30 const b = ['A", 'X', 'C', 'D'];
31 diffSequenceModule.default(a.length, b.length, signature, ()
:>{
32 throw new Error('Signature_is_not_valid');
33 1)
(b) An evil package leverages the potential vulnerability in
@ungap/structured-clone to execute arbitrary code. It also uses the
@jest/diff-sequences package as a gadget to call the deserialized func-
tion.

const d = require('@ungap/structured-clone');

const data = require('./package.json');

const signature = d ialize(JSON.p ["signature"]));
const diffSequenceModule = require('@jest/diff-sequences');

consta =[A','B','C', 'D'];

const b =['A", X', 'C', 'D'];

diffSequenceModule.default(a.length, b.length, signature, ()=>{
throw new Error('Signature is not valid');

B

Is this code malicious?

No, this code is not malicious based on what it shows. It looks like a validation or integrity check.

(c) GPT-5.2(Auto) misses the malicious package.

Figure 1: Cross-package capability abuse example.
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do not handle the dynamic property reads used at ine 15 and line 18
in a way that guarantees complete capability coverage [17]. Model-
ing native objects is also difficult and frequently incomplete. Some
tools [8] even ignore that the global object contains properties
corresponding to built-in objects.

In recent years, Al-based approaches have shown great promise
for malware detection. However, such approaches cannot guarantee
that they identify all capability uses. For example, when we provide
the JavaScript code to GPT-5.2, it responds as shown in Figure 1c,
incorrectly claiming that the code exhibits no malicious behavior.
Notably, we make the code short for simplicity of the example,
which should make the task easier for the LLM. Even under this
favorable setup, the model is still confused. Although an LLM might
detect the behavior if we also provide the malicious package. json
file, repeat the query multiple times (because the model has inherent
randomness in each response), or use a more clever model than
GPT-5.2, real-world attackers can conceal the payload in many other
ways. Exploring such evasions is beyond the scope of this paper.
The key point is that instead of obfuscating the malicious code
for bypassing the traditional static analysis, attackers can leverage
benign packages to acquire capabilities that camouflage themselves
as benign packages, for bypassing the LLM-based detection. There
are other advanced techniques to bypass the Al-based code analysis,
which will be discussed in Section 7.

In summary, we seek a capability analysis that satisfies the fol-
lowing requirements: (R1) It must be sound, which means that in
any possible execution, if a program may use a capability, the anal-
ysis must report that capability; (R2) It must be precise to avoid
overwhelming users with false positives. (R3) It must be scalable to
handle large codebases (including their dependencies);

In addition to R1-R3, security auditing also requires that (R4) the
analysis can accurately report the location where a capability is ex-
ercised. Specifically, we expect the analysis to report each capability
usage as a tuple (/, ¢, d), where I denotes a code location, ¢ denotes a
capability, and d € {direct, indirect} indicates whether the capability
is exercised at location [ itself or may be exercised after the execu-
tion of code at location I. Under this definition, for each capability
usage reported by the analysis, we prefer direct reports (d = direct)
over indirect reports (d = indirect). For example, in Figure 1, the
analysis could report (line 2, CodeExec, indirect) (reportl), or it could
report (line 15, CodeExec, direct) and (line 18, CodeExec, direct) (re-
port2). We prefer report2 because it shows the capability usage more
explicitly.

In the subsequent sections, we present an approach that satisfies
these four requirements. For this specific example, it generates
report2 as result.

3 Modeling Capabilities
Before describing the capability analysis, we define which opera-
tions on native objects correspond to which capabilities.

By reviewing prior work together with the ECMAScript and
Nodejs documentations,? we summarized the capabilities with their
corresponding operation patterns in Table 1. In the following sec-
tions, we represent this mapping as a capability mapping CM C P X
C, where P is the set of operations on sensitive objects and C is the

SECMAScript 2026 and Node.js v25.8.0.
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Table 1: Capability categories, capabilities, and a representa-
tive subset of the operations on sensitive objects.

Category Capability | Operations
File FileRead call <fs>.readFile, call <fs>.read
Operation FileWrite call <fs>.writeFile, call <fs>.write
FileOther call <fs>.access, call <fs>.exists
Network NetInfo call <dns>.lookup, call <net>.connect
Operation NetIO call <http>.get, call <https>.get
Process ProcExec call <child_process>.exec,
Execution call process.execve
CodeStatic call eval(1:StringlLiteral),
Code call Function(1:StringlLiteral)
Execution CodeDyn call eval(1:!StringlLiteral),
call Function(1:!StringlLiteral),
call WebAssembly.compile
Dynamic DynRequire call require(1:!Literal),
Require Modules call <process>.getBuiltinModule,
write <module>._cache.*
Information Info read process.env.SENSITIVE,
call <os>.userInfo

set of capabilities. For example, (call <fs>.readFile, FileRead) €
CM, means that calling <fs>.readFile exercises the FileRead ca-
pability.

We use the pattern language by Mgller et al. [24] to describe
the operations on sensitive objects. Each pattern consists of an
operation (read, write, and call) together with an access path
that denotes the target object. For example, <fs>. readFile denotes
the readFile function defined in export object of module f's. For
call patterns, we optionally attach an argument filter of the form
(n:type) to constrain the n-th argument’s AST type. For object
properties, we use * to denote all properties of the object, and
SENSITIVE refers to a predefined set of sensitive properties, such
as PATH, GITHUB_TOKEN, etc.

Most capability names are self-explanatory. For network op-
erations and code execution, we further divide operations into
finer-grained capabilities because they have different security im-
plications. In network operations, NetInfo denotes the capability to
establish or expose network connectivity that can reveal host in-
formation or enable side-channel behavior, whereas NetIO denotes
the capability to directly transmit data over the network. In code
execution, CodeStatic denotes the capability to execute dynamic
code but the code is a static string. The remaining cases, classified
as CodeDyn, involve dynamically computed arguments and are con-
sidered more dangerous. DynRequire represents cases where code
requires a module whose name is determined at runtime. Although
it does not directly exercise a concrete capability such as file or
network access, it may load unanalyzed code, making it effectively
similar to dynamic code execution.

4 Defensive Capability Analysis

The key idea of our approach is to use pointer analysis to track
capability-relevant objects and identify program locations where
capabilities are exercised. When the points-to information can no
longer track such objects precisely, the analysis conservatively
reports indirect capability usage.

The analysis of a given program is defined by a collection of
constraints over points-to sets denoted [-]. A program variable [x]
denotes the abstract values of a variable x defined in the program,
and an expression variable [e] similarly represents other kinds of
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syntactic expressions e. A property variable [[o.p]] represents the
values stored in property p of an abstract heap object o, and a return
variable [ freturn] denotes the return values of function f.

Preliminary step. As a preliminary step, we model native objects.
For all sensitive objects used in access patterns, we create their
corresponding abstract heap objects, such as orequire representing
the require object and 0eya] representing the eval object. For
sensitive objects that are available through predeclared identifiers,
we introduce the corresponding constraint variables and initialize
their points-to sets, such as orequire € [require] and oeya1 €
[eval].

A sensitive object may be obtained through other native objects;
we call such native objects carrier objects. For example, global is a
carrier object because the sensitive object eval can be obtained by
reading global. eval. This notion is transitive: a native object that
exposes a carrier object is itself a carrier object. For the remainder
of this section, we collectively refer to sensitive objects and carrier
objects as relevant objects.

For carrier objects, we first prepare the corresponding abstract
heap objects and constraint variables, as we do for sensitive objects.
A carrier object that is the export object of a native module is de-
noted by export,;, where id is the module identifier. Carrier objects
may expose relevant objects either through property accesses or
through the return values of function invocations. For property
accesses, we add a property constraint o € [o’.p], where o and o’
are relevant objects and property p of o’ evaluates to o. Taking eval
and global as an example, we add 0eya1 € [0g10ba1-€val]. Prop-
erty constraints also account for prototype-chain lookup. That is,
ifo € [o’.p] and o’ is the prototype of 0o”’, then we add o € [o”’.p].
For each property constraint, we record the modeled property in
the property set of the base object, which will be used when the
analysis needs to enumerate modeled properties, i.e., 0 € [o’.p] =
p € Props(0’). Furthermore, for any carrier function object f that
returns a relevant object o, we add a return constraint 0 € [[freturn]-

When the analysis can no longer track a carrier object precisely,
it must conservatively report every capability reachable through it.
We introduce a carrier mapping KM C OxC for this purpose, where
O is the set of carrier objects and C is the set of capabilities. KM
is constructed from the property and return constraints described
above. We write exposes(o’, 0) to mean that o’ exposes o through
either a property access or a return value: exposes(o’,0) = o €
[o’.p] Vo0 € [0},yn]- Then KM is the least set closed under the
following two rules: exposes(o’,0) A(opo,c) € CM = (o’,c) € KM
and exposes(o’,0) A (0,¢c) € KM = (0’,c¢) € KM where op €
{call, read,write} and CM is the capability mapping defined in
Section 3. The first rule associates carrier objects with capabilities
based on the capabilities of the sensitive objects, whereas the second
rule propagates such associations transitively.

Figure 2 presents representative rules of the main analysis, which
consists of three parts: basic pointer-analysis rules (prefixed with
BASIC), sensitive-operation rules (prefixed with SENSITIVE), and
escaping rules (prefixed with Esc).

Pointer analysis rules. These rules propagate points-to informa-
tion through the program. Because JavaScript’s dynamic features
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BASIC-REQUIRE BASIC-OBJECT-VALUEOF

BASIC-ASSIGN BASIC-READ-STATIC ize[.] oel[e] BASIC-CALL i:e(s) require € [e] i : x.valueOf(_)
irx=e i:ep oc€][e] p € Props(o) i:e(l) fele] sisaString 00bject.valueof € [x.valueOf]
[el < [x] lo.p] < [e.p] [o.p] < [el_1T [freturn] € [e(] export; € [e(s)] [x] € [x.valueof( )]
SENSITIVE-CALL SENSITIVE-READ SENSITIVE-WRITE ESC-PROPERTY
i:e(_) oce€]e] i:ep o€ [ep] irep=_ o€ ]e] i:_p=e oc¢€]e]

(callo,c) e CM
(i, c, direct) € R

(reado,c) € CM
(i, c, direct) € R
ESC-CALL

i:_(e) oce€le]
(callo,c¢) € CMV (writeo._,c) € CMV (o,c) € KM

(writeo.p,c) € CM
(i, c, direct) € R

ESC-WRITE-METHOD

(callo,c) € CM V (reado._,c) € CMV (o,c) € KM

(callo,c) e CMV (write 0..,c) € CMV (o,c) € KM
(i, c, indirect) € R

ESC-METHOD-CALL
izep( )
o€le] (o,pc)ew

itep=_ o€ le]

(i, c, indirect) € R

Figure 2: the representative rules for defensive capability analysis, where i : ...

reported capability usages.

make fully sound and scalable tracking of complete points-to in-
formation extremely difficult, these rules only care about relevant
objects. Moreover, the analysis supports only assignments, property
reads, and calls whose callees resolve to modeled native functions.
Including additional operations would substantially increase the
complexity of the analysis. For example, in a property write such as
Xx.p = eval, determining which property variables should receive
eval requires computing the full points-to set of x, not only its
relevant objects. This requirement conflicts with our design choice
to track only relevant objects. We explain below how property reads
can nevertheless be handled.

Rules BASIC-ASSIGN and BASIC-READ-STATIC are classical Andersen-
style propagation rules for assignments and static property reads [2].
For property reads e.p to soundly propagate relevant objects it suf-
fices to know the relevant objects of the base expression e, unlike
the situation for property write operations.

Rule Basic-READ-DYNAMIC handles dynamic property accesses
by conservatively reading all modeled properties of the base object.

Rule BAsic-caLL models function calls. Because the analysis
tracks only relevant objects, callee expressions can resolve only to
native functions introduced in the preliminary step, not to user-
defined functions. Since the preliminary step models only return val-
ues of native functions and does not model argument-to-parameter
dataflow, this rule propagates only the return value.

Rule BASIC-REQUIRE models the require function. When the
program calls require with a string literal, the analysis resolves
the target module and propagates the corresponding exported ob-
ject to the call result expression variable. This special handling
is necessary because programs use require to load modules that
export sensitive objects, such as fs and http.

Rule BASIC-OBJECT-VALUEOF models the Object.prototype
.valueOf function. We will discuss the motivation for this rule
in the context of escaping rules.

Sensitive operation rules. These rules report direct capability us-
age based on the AST together with the computed points-to infor-
mation. For example, rule SENSITIVE-CALL matches a call expression
and checks whether the callee may point to a sensitive object whose
corresponding call operation is recorded in CM. If so, it reports a
direct capability usage. Rules SENSITIVE-READ and SENSITIVE-WRITE
are analogous for property reads and writes, respectively.

(o,p.c) e W (i, c, indirect) € R

represents the instruction; R is the set of

Escaping rules. These rules handle data flows that the basic rules
do not track. Along such flows, the Basic rules cannot determine
where relevant objects may flow. To preserve the guarantee that
every exercised capability is reported, without explicitly tracking
those flows, the escaping rules report indirect capability usages.

Rule Esc-PROPERTY handles property writes. Since the pointer
analysis rules ignore property writes, as discussed above, the rule
conservatively emits an indirect report if the value being written
may point to a relevant object.

Rule Esc-caLL handles call instructions whose argument may
contain a relevant object. Similar to the discussion of property
write instructions, the analysis cannot determine where such an
argument may flow after the call. Therefore, if an argument may
point to a relevant object, the rule emits an indirect report. The
dataflow from receiver object to this in method calls is not handled
by this rule; we discuss it separately at the end of this section.

Other similar cases, including return statements, thrown excep-
tions, and export statements, are handled in the same way: the rules
check whether the source expression may point to a relevant object
and, if so, emit an indirect report.

The dataflow from base object to this in method calls requires
a different treatment from ordinary arguments. Otherwise the rule
become too imprecise. For example, global is a carrier object, but a
call such as global.isNaN() should not trigger an indirect report
merely because the receiver flows to this. We handle receiver-to-
this dataflow by classifying method calls along two dimensions:
whether the invoked method is native or user-defined, and whether
it is defined directly on the relevant object or reached through
its prototype chain. This classification gives four cases, which we
handle separately:

(1) Native methods defined on relevant objects. In this case,
we treat the method itself is a sensitive object and record it in
CM.

(2) User-defined methods written to properties of relevant
objects. For example, in global.f=function(){this.eval
(...)}; global.f(), the call eventually invokes eval. Rules
ESC-WRITE-METHOD and ESC-METHOD-CALL handle this case.
Rule Esc-wWRITE-METHOD matches the property write and records
triples W consisting of the base object, the defined property
name, and the capability associated with the base object. Rule
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ESC-METHOD-CALL then reports an indirect usage when a later
call may invoke the defined method.

(3) Native methods defined in prototype objects of relevant
objects. In this case, we only need to model native methods
whose implementations may either exercise capabilities through
this or propagate the receiver object to another constraint vari-
able that remains accessible after the call. By inspecting the
methods defined on the prototype objects of all relevant objects,
we identify four native methods that require special handling:
Object.prototype.valueOf, Function.prototype.apply,
Function.prototype.call, and Function.prototype.bind.
We add dedicated rules for these four native methods. For exam-
ple, malicious code could call eval.valueOf (), which invokes
Object.prototype.valueOf and returns the eval function it-
self. Rule BAsIC-OBJECT-VALUEOF models this behavior by prop-
agating the receiver into the points-to set of the call expression
when the receiver is a relevant object. To enable the rule to han-
dle such calls, the preliminary step has the property constraint
Ogbject.valueof € [0.valueOf] for each relevant object o.

(4) User-defined methods defined in prototype objects of rel-
evant objects. The protected runtime described in Section 5
prevents code from defining methods on the prototypes of rele-
vant objects, so the static analysis can ignore this pattern.

The representative rules in Figure 2 show only part of our han-
dling of JavaScript features. The implementation covers additional
instructions using similar rules, and the protected runtime rejects
the remaining patterns, which we discuss in Section 5. For dynamic
property accesses, BASIC-READ-DYNAMIC handle dynamic property
reads. The implementation also includes dynamic-property variants
of SENSITIVE-READ, SENSITIVE-WRITE, ESC-PROPERTY, ESC-WRITE-
METHOD and ESC-METHOD-CALL, which we omit for brevity. In ad-
dition, Esc-METHOD-CALL has variants for implicit method calls,
such as for-of loops that invoke an iterator method. Destructuring
assignments such as {a:b}=x are handled by rules analogous to
BASIC-READ-STATIC. When destructuring involves computed proper-
ties or rest properties, as in let {[al:y, ...z}=x, the implemen-
tation falls back to BASIC-READ-DYNAMIC: it over-approximates the
behavior by allowing y and z to receive all modeled properties of x.
Function default parameters are desugared into assignments and are
then handled by BAsIc-AssIGN. We do not need to model unmodeled
native functions such as Object . getOwnPropertyDescriptor and
Reflect.defineProperty specially: whenever such a call involves
a relevant object, that object must appear among the arguments,
which are therefore handled by Esc-caLt. If the analysis encounters
an unsupported statement such as a with statement or import.
meta, it reports Unsupported immediately.

Correctness. The capability analysis is correct in the following
sense. Assume that a given JavaScript program does not cause the
analysis to report Unsupported and is executed using the modified
runtime presented in Section 5. If the execution exercises a capabil-
ity ¢ at some program instruction i, then either (i, c, direct) € R or
(j, ¢, indirect) € R, where j is an instruction that occurs before i in
the execution.

To see why this property holds, consider any execution accepted
by the protected runtime. We maintain the following invariant
for every execution prefix: whenever a relevant object occurs at
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a concrete program location represented by a constraint variable,
either that variable contains the object in the computed points-to
solution, or, for every capability ¢ reachable through that object,
there exists an instruction j that has occurred in the execution
prefix such that (j, ¢, indirect) € R.

The invariant holds initially by construction of the native-object
model. The BAsIc rules preserve it for the flows that the analysis
tracks explicitly: assignments, property reads, including prototype-
chain lookup and dynamic reads, require, and calls to modeled
native functions. The Esc rules preserve it for the remaining instruc-
tions that may propagate a relevant object without being tracked
explicitly, including property writes, arguments to unmodeled calls,
returns, throws, and exports. For each such instruction, the rules
add an indirect report to R for every capability that may be reach-
able through the propagated object, corresponding to the second
alternative of the invariant for that object. The construction of the
capability and carrier mappings ensures that this includes capabili-
ties that may subsequently be obtained through an escaped carrier
object. The protected runtime described in Section 5 rules out the
exceptional language behaviors that would otherwise invalidate
the invariant.

Now suppose instruction i exercises capability c. By the native
model, the corresponding operation is recorded in CM. If the sensi-
tive object used by the operation is represented in the computed
points-to solution, the appropriate SENSITIVE rule adds (i, c, direct)
to R. Otherwise, by applying the invariant immediately before the
operation at i, there exists an instruction j that has already occurred
in the execution and for which (j, ¢, indirect) € R. Therefore, no
capability use can occur without either a direct report at its use site
or an earlier indirect report.

5 Runtime Enforcement

The correctness guarantee in Section 4 depends on a preservation
condition: every concrete operation allowed by the protected run-
time must be covered by analysis rules that preserve the analysis
invariant. By comparing the specification of ECMAScript with the
rules in Figure 2 for each instruction, we identify three operations
that break the invariant unless treated specially. Modeling these
operations statically would substantially reduce precision, and be-
nign programs seldom use them; we therefore use the protected
runtime to block them instead.

First, property reads can break the invariant through the inher-
ited constructor property. In JavaScript, function objects inherit a
constructor property from Function.prototype, and this prop-
erty refers to the Function constructor which is a sensitive object.
For example, (function(){})[E] returns the Function when E
evaluates to "constructor". Because the receiver is not a relevant
object tracked by the analysis, the rules neither propagate the sensi-
tive object opynction to the result nor report indirect code execution
capability, breaking the invariant.

Second, function calls can break the invariant through the im-
plicit this binding in non-strict mode. In JavaScript’s non-strict
mode, when a function is called without an explicit receiver, this
inside the callee is bound to the global object.* For example,

4See https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/
this#examples for additional explanation.


https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/this#examples
https://developer.mozilla.org/en-US/docs/Web/JavaScript/Reference/Operators/this#examples
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a=function(){this.eval(...)}; a(); makes the carrier object
global available as this inside the function body. The rules neither
propagate global to this nor report the indirect capability usage,
which breaks the invariant. Modeling this behavior statically would
require treating many ordinary uses of this as potential accesses
to the global object, which would significantly reduce precision.

Third, method calls can break the invariant through user-defined
methods inherited by relevant objects. In JavaScript, method lookup
follows the prototype chain, and a method call binds this inside
the method to the receiver object. Thus, code such as Object.
prototype.m=function(){this.eval(...)}; global.m(); de-
fines a method inherited by global; when global.m() executes,
this is bound to the carrier object global, allowing the method
to access global.eval. This behavior corresponds to the fourth
method-call case in the discussion of escaping rules in Section 4.

To prevent the above three situations, we implement the runtime
protection as a preload module that blocks these three mechanisms
before application code executes. Users can enable the protection by
passing our module to Node.js through the --require command-
line option, which loads the module before the program entry
point and places the subsequent execution under the protected
runtime. Alternatively, users may import the module manually
after trusted initialization code has run, allowing trusted code to
use these mechanisms before protection is enabled.

To block the first case, the preload module replaces Function
.prototype.constructor with a function that throws an error
when invoked. We apply analogous protection to async functions,
generator functions, and async generator functions.

To block the second case, the preload module intercepts Node.js
module loading. Before a module is compiled, the preload module
parses its source code and transforms function definitions whose
bodies contain the this keyword. For each such function, it applies
one of two strategies:

e If the function body contains the AST pattern Function("
return_this"), the "use_strict" directive is inserted at the
beginning of the function body. This pattern is commonly used
to detect whether the current context is strict or non-strict, and
the subsequent code typically contains logic that handles strict
mode.

o Otherwise, the transformer adds code that tests whether this
refers to global. If so, the code replaces this with a proxied
global object. This proxy behaves like global except that it
does not expose sensitive objects through property reads such
as global.eval.

To block the third case, the preload module freezes the prototype
objects of relevant objects. However, when a prototype object is a
plain object rather than a function, the module instead clones it,
freezes the properties of the clone, and replaces the prototype of
the relevant object with the cloned version. In this way, the user
code can still modify properties of the original prototype object
while the prototype of the relevant object remains unaffected.

6 Evaluation

We implemented our approach in the Jelly® framework for JavaScript,
reusing its parser and Basic rules while adding our own rules for

Shttps://github.com/cs-au-dk/jelly
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tracking relevant objects and reporting capability use. Since our
approach, referred to as PTR hereafter, is the first capability analy-
sis for JavaScript that provides capability guarantees, there are no
existing tools against which we can directly compare. Existing AST-
based capability-extraction techniques used in runtime protection
approaches [5, 33, 34] are the closest alternatives, so we implement
AST as a strengthened version of these techniques that provides
the same capability guarantee as PTR under our protected run-
time. AST reports capability usage by pattern matching statements
against the AST, without computing dataflow or points-to informa-
tion. AST emits a direct report at a call, property read, or property
write when the sensitive object being operated on is identifiable
syntactically, as in eval () or require("fs").readFile(). Since
AST cannot track values, whenever a relevant object flows into
a position where its subsequent uses can no longer be identified
syntactically,asinx.f = eval; x.f(...),itconservatively emits
an indirect report for every capability that may become reachable
from that object. In both analyses, we exclude modules that directly
or indirectly require development dependencies. Because npm does
not install a package’s development dependencies for downstream
users, the excluded modules are relevant only to development or
testing workflows rather than production use.
Our evaluation addresses the following research questions:

RQ1 (precision). How precise are the capability analysis tech-
niques? Here, precision measures whether a reported capability
usage is actually exercised during program execution. A direct re-
port is precise if the capability is indeed exercised at the reported
program location. An indirect report is precise if the capability is
indeed exercised later during program execution.

ROQ2 (location accuracy). How accurate are the capability analy-
sis techniques in pinpointing where capabilities are exercised? In
particular, how many reports are indirect rather than direct?

RQ3 (efficiency). How efficient and scalable are the PTR and AST
capability analysis techniques?

RQ4 (runtime protection). Do the runtime protection mecha-
nisms break the execution of real-world libraries, or is it reasonable
to assume that benign libraries do not rely on the three blocked
features?

RQ5 (capability usage in benign packages). What is the distri-
bution of capability usage among npm packages? In particular, how
many packages use no capabilities and therefore require no review
in malware detection scenarios? For the remaining packages, which
capabilities do they use, and for what purposes?

RQ6 (capability usage in malicious packages). Which capabil-
ities are used by real-world malicious packages? How many can
our static analysis detect? How does capability usage in malicious
packages differ from that in benign ones?

To answer RQ1,RQ2, RQ3, and RQ5, we collect 5685 non-frontend
npm packages from the 10000 most-downloaded packages on the
npm registry; we refer to this set as the npm dataset. To answer
RQ4, we collect 3682 corresponding GitHub repositories from the
npm dataset; we refer to this set as the GitHub dataset. Note that a
single GitHub repository may contain multiple npm packages. To
answer RQ6, we use 1311 non-frontend malicious npm packages
provided by Socket; we refer to this set as the malicious dataset.
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Before presenting the results, we explain the terminology used
in the following tables and figures:

e The analysis reports capability usage at source locations. How-
ever, multiple npm packages may depend on the same library,
and identical code may therefore appear multiple times in the
dataset. To account for such dependency-induced duplication,
we report two statistics throughout the evaluation. Raw counts
each analyzed npm package independently, meaning that the
same dependency location may be counted multiple times if
it appears in different packages. In contrast, Dedup removes
such duplication by counting each unique library location only
once. This distinction is applied consistently across different
aggregation levels, including locations, modules, and packages.

o The reports are classified as either direct or indirect. For di-
rect reports, we use the corresponding capability names in
the tables. For indirect reports, however, the code often ex-
poses an entire capability category (the first column of Ta-
ble 1) rather than a single capability. For example, exports.
fs = __importStar(require("fs")) exposes all file-system-
related capabilities. We therefore aggregate indirect results at
the capability-category level and denote them using the for-
mat Categorylnd., where Category is the abbreviation of the
capability category, such as FileInd., NetInd., and ProcExecInd.

e For each top-level capability category, we also report the total
number of locations, modules, or packages (depending on the
aggregation level in a given table) that are reported as using that
category. We denote these totals using the format CategoryTotal,
such as FileTotal, NetTotal, and ProcExecTotal.

6.1 Precision

Table 2 presents the results of two analyses on the npm dataset.
To estimate precision, for each capability we randomly sampled
20 reports from both analyses (after deduplicating locations) and
manually checked whether the reported capability usage is indeed
exercised during program execution. In total, we audited 540 reports,
which took approximately 8 hours. We first used GPT-5.3-Codex
to examine the reports and produce preliminary classifications,
after which we manually verified each case. When a case was too
complex to classify with confidence, we conservatively labeled it as
a false positive to avoid overestimating precision. For the overall
precision (Total), we compute a weighted average in which the
weight of each capability is proportional to the number of entries in
the Dedup column. The numbers shown in Table 2 result from one
co-author performing the auditing. A second independent audit
performed by the other co-author led to agreement in 523 of the 540
reports, and most disagreements arose from different conservative
choices for indirect reports.

Both analyses achieve high precision for the file-system and
process-execution categories, but lower precision for dynamic re-
quire and code execution, especially in indirect reports. This differ-
ence stems from how Node.js exposes different capabilities through
distinct access patterns. To access file-system or process-execution
capabilities, code must first load the corresponding module (e.g.,
require("fs") and require("child_process")). In most cases,
code that loads these modules subsequently uses the corresponding
capabilities. Therefore, even AST achieves high precision for these
categories. In contrast, other capabilities can be obtained through
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Table 2: Capability usage locations detected by AST and PTR
analysis (RQ1). Statistics are reported as counts of source
locations.

Capability Raw Dedup Precision
AST PTR| AST PTR| AST PTR
FileRead N/A 6190 N/A 2941 - 100.0%
FileWrite N/A 2647 N/A 1251 - 100.0%
FileOther N/A 7591 N/A 3484 - 100.0%
FileInd. 9629 5907 | 3850 1532| 85.0% 90.0%
FileTotal 9629 22335| 3850 9208 | 85.0% 98.3%
NetInfo N/A  228| N/A 113 - 100.0%
NetlO 432 1913 253 909 100.0% 100.0%
NetInd. 10879 5655 3639 1796| 20.0% 20.0%
NetTotal 11311 7796 | 3892 2818 25.2% 49.0%
ProcExec N/A 2126 | N/A 1489 - 100.0%
ProcExecInd. 1288 323 777 155| 90.0% 90.0%
ProcExecTotal 1288 2449| 777 1644| 90.0% 99.1%
CodeDyn 1798 1906 | 759  868(100.0% 100.0%
CodeStatic 956 1781 440  588|100.0% 100.0%
Codelnd. 11139 7105 3270 2083 5.0% 10.0%
CodeTotal 13893 10792 | 4469 3539 30.5% 47.0%
DynRequire 2624 3849| 1123 1420(100.0% 95.0%
DynRequirelnd. |15549 9129 4050 2385| 5.0% 0.0%
DynRequireTotal | 18173 12978 | 5173 3805| 25.6% 35.5%
Info 3172 7592| 1316 3030|100.0% 100.0%
Infolnd. 18168 8495 5664 2731| 30.0% 25.0%
InfoTotal 21340 16087 | 6980 5761| 43.2% 64.4%
Total 50565 53573 |17735 20887 | 42.4% 70.2%

more flexible patterns. For example, code may access the eval ob-
ject through global.eval. As a result, any operation that stores
global in another object property or passes it as a function argu-
ment may trigger an indirect code execution report. However, in
most cases such uses are unrelated to capability acquisition. More
generally, JavaScript aggregates many objects with different func-
tionalities and sensitivities as properties of a single “super object,”
which makes it difficult for static analysis to infer the intent of code
that introduces that object.

In addition, many such references to global follow the UMD
pattern, where the top-level code is wrapped in an IIFE (Immediately
Invoked Function Expression) and the global object is passed as
an argument, even though the module itself never accesses any
capability from it. We believe this case could be handled in future
work by introducing special treatment for the UMD pattern.

Furthermore, AST analysis has lower precision because it de-
tects capabilities at the introduction points. Many false positives
occur when code imports a capability-related module only for type
information or for accessing non-sensitive APIs. For example, a
module requires http just for enumerating methods, which does
not actually use the underlying capability, because the code does
not import any sensitive API from the http module. The PTR anal-
ysis avoids this issue by tracking property-read operations. This
also explains why AST produces more indirect reports than PTR,
as discussed further in Section 6.2.

Overall, the two analyses exhibit different precision character-
istics due to their distinct designs. AST tends to produce more
false positives for indirect reports, whereas PTR achieves higher
precision by tracking pointer flows. Overall, PTR achieves 70.2%
precision, which we consider promising for large-scale capability
auditing.
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Table 3: Indirect capability reports aggregated at the module
level (RQ2).

o1 Raw Dedup
Capability e BTR[AST PTR
FileInd. 8725 2788|3387 861
NetInd. 7219 2562|2245 706
ProcExecInd. 1200 239 715 122
Codelnd. 7224 30031954 780
DynRequirelnd. | 8989 4206|2406 982
Infolnd. 10844 4266|3201 1212
Total 23149 9101|7539 2437

Table 4: Distribution of packages by the number of indirect
reports in PTR (RQ2).

Capability Raw Dedup
None [1,10] >10 |None [1,10] >10
FileInd. 4487 1159 39| 8612 465 5
NetInd. 4421 1208 56| 8512 564 6
ProcExecInd. 5530 155 0| 8986 96 0
Codelnd. 4993 650 42| 8645 426 11
DynRequirelnd. | 4379 1245 61| 8414 659 9
Infolnd. 4659 994 32| 8650 431 1
Total 3971 1481 233| 7880 1178 24

6.2 Location Accuracy

As shown in Table 2, PTR is more accurate than AST in both the
Raw and Dedup results: PTR identifies more direct locations and
fewer indirect locations. However, counting indirect reports by loca-
tion is biased. AST marks a capability as indirect at its introduction
point, yielding one report per import, whereas PTR tracks each
individual use and reports an indirect location only when object
tracking fails. As a result, PTR could generate more location-level
indirect reports even while being more accurate overall. Thus, for
fairness, we will evaluate accuracy at the module level.

Table 3 presents the number of modules that contain at least
one indirect report in each analysis. In both Raw and Dedup, AST
has substantially more indirect reports than PTR, especially for
file, network, and process capabilities, due to the capability import
mechanism discussed in Section 6.1.

Table 4 further shows how these indirect modules are distributed
across packages in PTR. The None column shows the number of
packages with no indirect reports. The [1,10] column gives the
number of packages with between 1 and 10 modules containing
indirect reports, and >10 gives the number of packages with more
than 10 such modules. After deduplication, 86.8% of packages have
no indirect reports. Among the remaining packages, 98.0% have
no more than 10 such modules, while only 24 packages have more
than 10. These numbers are encouraging from a security-auditing
perspective. Auditing each indirect report in principle requires
inspecting the entire package codebase, which takes considerably
greater effort than auditing direct reports. For reference, in the
sampling study for RQ1, excluding the 2 hours spent writing LLM
prompts, we spent 6 hours auditing 540 sampled reports, of which
more than 4 hours were devoted to investigating indirect behaviors.
The small number of packages with indirect reports suggests that
auditing is manageable for most packages.

In conclusion, PTR is more accurate than AST in pinpointing
where capabilities are used. In the deduplicated results, 86.8% of
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packages have no indirect reports, and among those that do, 98.0%
have at most 10 modules with indirect reports, making manual
auditing feasible.

6.3 Performance

We evaluated the analysis time of all packages under both AST
and PTR. Both analyses are highly scalable: 99.0% of packages are
analyzed within 20 seconds in both AST and PTR, and all packages
are analyzed within 2 minutes. Given that the largest package in
our dataset comprises 5889 modules and 86 MB of code, a 2-minute
analysis time appears reasonable.

Although PTR is more precise, there is no significant difference
in running time between the two analyses. This is because, unlike
conventional pointer analysis, PTR tracks only a limited number of
objects and omits the rules for property writes and call expressions,
so the generated constraint set remains small and the analysis scales
well.

In summary, both AST and PTR finish analyzing most of the
packages in a few seconds, and PTR has no significant additional
runtime cost.

6.4 Runtime Protection

For each repository in the GitHub dataset, we ran the unit tests
with our runtime protection mechanism enabled. Only 67 packages
had tests rejected by the protection mechanism.

We manually inspected the rejected packages and found that
most cases were caused by testing or development tooling. For exam-
ple, 29 packages failed because of istanbul-lib-instrument, which in-
jects let _Function=(function(){}).constructor into every
required module. This behavior appears to obtain the real Function
object from a unit-test environment. It is unlikely to appear in pro-
duction environments. We observed similar patterns in webpack,
where the relevant code is documented as unit-test code, and in
@angular/core@9.0.x, whose version is outdated. Another package
mdx uses Object.getPrototypeOf (run).constructor to obtain
the AsyncFunction constructor for asynchronous JavaScript eval-
uation and exports this functionality. The functionality of mdx
compiles .mdx, a format that supports Markdown and JSX syntax,
into JavaScript and is typically used in build-time workflows rather
than at runtime. We also found a few test files that use Function.
constructor for reasons similar to those in istanbul-lib-instrument,
and these files are likewise not executed in production environ-
ments. We omit other similar problematic packages for brevity.

We further compared the number of passed tests with and with-
out the protection mechanism to determine whether any tests failed
silently without explicit rejection. Apart from a few additional fail-
ures caused by AST-transformation timeouts, the remaining minor
failures were due to test oracles that are sensitive to the presence of
the protection mechanism, for example by checking whether this
is the native global object or by observing stack-trace mismatches
caused by the injected function frame. Notably, these timeouts
arose from repeated AST transformation in the unit-test setting
and therefore do not affect real runtime efficiency.

In conclusion, our runtime protection mechanism affects very
few packages (1.8%), and our manual inspection suggests that these
cases mostly arise outside production environments.


https://github.com/istanbuljs/istanbuljs/blob/28ffdbc314596bdcb3007e85d30a62372602b262/packages/istanbul-lib-instrument/src/visitor.js#L673
https://github.com/webpack/webpack/blob/c4a6a922de4af37a92d05c0ddc975b5348cfa9a1/lib/serialization/ObjectMiddleware.js#L179
https://github.com/angular/angular/blob/9.0.x/packages/core/src/util/named_array_type.ts#L31
https://github.com/mdx-js/mdx/blob/50aa8df0b027c893dec9f97a2b7c51539e9f1a4b/packages/mdx/lib/run.js#L7
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Table 5: Capability counts for raw vs. deduplicated packages
(RQ5).

Capability |Raw Dedup || Capability Raw Dedup
FileRead 1050 890 || Codelnd. 1198 470
FileWrite 474 352 || CodeStatic 649 203
FileOther 745 592 || CodeTotal 1433 697
FileInd. 692 437 || DynRequire 685 520
FileTotal 1278 1305 || DynRequirelnd. | 1264 570
Netlnfo 127 67 || DynRequireTotal | 1430 907
NetlO 470 323 || Info 932 651
NetInd. 1026 432 || InfoInd. 1306 668
NetTotal 1182 690 || InfoTotal 1507 1067
ProcExec 367 307 || CodeDyn 450 228
ProcExecInd. 155 96 || NoCapability 3376 6625
ProcExecTotal | 428 359 || No or Only Info | 3463 6824

Total 5685 9082

6.5 Capability Usage in Benign Packages

Table 5 shows which capabilities are used in the npm dataset.

The most notable finding is that a large fraction of packages
use no capabilities at all. The NoCapability row shows that, be-
fore deduplication, 59.4% of packages use no capabilities, and after
deduplication this figure rises to 72.9%. If we assume that packages
do not collude with one another to perform malicious actions (i.e.,
each package may call only native libraries, its own code, and the
dependencies declared in package. json), then packages that use
only Info capabilities can also be treated as benign. Under this as-
sumption, the No or Only Info row shows that, after deduplication,
75.1% of packages are benign.

For packages that use capabilities, those capabilities are often
needed to implement the functionality of the package itself, while
some modules intentionally re-export capabilities to their con-
sumers. For example, tsconfig-paths re-exports a decorated require
function. Unlike @ungap/structured-clone in our motivating exam-
ple, this case does not involve a vulnerability; the module is designed
to expose this capability. These packages further imply the neces-
sity of including dependency code when analyzing capability usage
or detecting malicious code. We also found more complex cases,
such as fengari, where a package implements an interpreter for
another language in JavaScript, effectively exposing all capabilities.
Detecting such packages and applying cross-language analysis is
an interesting direction for future work.

Among individual capability categories, FileRead, FileWrite,
FileOther, and Info capabilities are the most frequently used because
the npm dataset—and, more broadly, the npm package ecosystem—
contains numerous tools for compiling, scaffolding, testing, etc.

Process execution and code execution are the least frequently
used capabilities, which is encouraging from a security perspec-
tive, as they are higher-risk than other capabilities. Packages use
process execution to inspect or manage system processes, run
git commands, and check the versions of their dependencies. For
code execution, a large fraction of packages execute code from
constant strings, e.g., Function("return_this") (); packages use
this pattern to detect the current runtime environment, which ap-
pears to pose little security risk. In the future, such constant-string
cases could be analyzed statically with little difficulty. Another
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Table 6: Capability usage in malicious packages (RQ6).

Capability |Entry Full || Capability Entry Full
FileRead 725 771||Codelnd. 17 105
FileWrite 46 54| CodeTotal 65 134
FileOther 56 84 || CodeStatic 10 77
FileInd. 12 20|| CodeStaticTotal 10 77
FileTotal 753 798 || DynRequire 53 62
NetInfo 683 686 || DynRequirelnd. 34 114
NetIO 1096 1156 || DynRequireTotal 64 142
NetInd. 11 93||Info 1130 1173
NetTotal 1126 1188 || Infolnd. 93 173
ProcExec 234 237||InfoTotal 1146 1200
ProcExecInd. N/A 7 || AnyCap 1297 1309
ProcExecTotal 234 242 || NoCapability 14 2
CodeDyn 51 60 || No or Only Info 20 5

Total 1311 1311

common use involves the WebAssembly API, where packages of-
fload computation-intensive operations to WebAssembly for perfor-
mance. This observation also suggests that future malware analysis
may require cross-language analysis.

Among the indirect reports, we found that some cases result
from intentional design choices rather than imprecision in our
analysis. For example, node-pn defines all promisified versions of
file system APIs in its module export fields, which our analysis
therefore reports as indirect capabilities.

In summary, 75.1% of packages use no capabilities or only Info
capabilities, meaning that they are benign and require no further
review. The remaining packages in the npm ecosystem use capa-
bilities mainly for compiling, scaffolding, testing, etc., which is
expected given their intended functionality.

6.6 Malicious Capability Usage

Table 6 shows capability usage among malicious packages. In this
table we do not distinguish between Raw and Dedup because we
are more interested in the capability usage of individual malicious
packages, and their dependencies do not heavily overlap. We distin-
guish Entry and Full-Entry counts only the capabilities reported
in the entry-point package, i.e., the malicious package itself, while
Full also includes capability usage from all of its dependencies.

The Full column shows that, among 1311 malicious packages,
our static analysis approach detects 1309 packages that use at least
one sensitive capability. The remaining 2 malicious packages evade
our static analysis by using the function constructor feature, as
discussed in Section 5. However, all of them are blocked by our
runtime protection mechanism.

Moreover, most of the malicious packages use multiple capabili-
ties, which is consistent with observations from previous work [15,
16]. In addition, the malicious code tends to focus on information
collection and data exfiltration rather than on higher-risk capabili-
ties such as code execution or process execution.

We inspected three packages that PTR classifies as using only
Info capabilities. Two of them send information by calling a custom
function stored in a global property; the attack may rely on another
malicious package registering a function with network capability on
the global object and then requiring these two packages to invoke
it for data exfiltration. The third package exports an encoded buffer
containing a sensitive payload; we suspect that it is intended to


https://github.com/jonaskello/tsconfig-paths/blob/v4.2.0/src/filesystem.ts#L60
https://github.com/fengari-lua/fengari
https://github.com/cscott/node-pn/blob/1.1.0/fs.js#L4
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be imported and executed by another malicious package. All three
cases suggest that malicious packages can cooperate to carry out
attacks. In practice, this means that our tool is most effective when
all dependencies are analyzed together.

The Entry and Full columns show that capabilities are typi-
cally used directly in the entry-point package. Specifically, 99.1%
(1297/1309) of malicious packages use at least one capability directly
in the entry-point package. By comparison, the corresponding per-
centage in the npm dataset is 57.1% (1329/2329), suggesting benign
packages are more likely to access capabilities through other li-
braries. This suggests that many malicious packages in our dataset
use capabilities relatively directly, but it also leaves open the possi-
bility that more sophisticated ones remain undetected.

In summary, our static analysis detects 99.8% of malicious pack-
ages; the remaining packages are prevented by our runtime pro-
tection mechanism. Compared to benign packages, the detected
malicious packages tend to use capabilities more directly.

7 Related Work

Capability concepts. Capabilities are unforgeable references that
designate objects and confer authority to invoke operations on
them [7]. Our model adopts this perspective by associating selected
operations on security-relevant native objects with capabilities (Ta-
ble 1). Guha et al. [14] study fine-grained capability policies for
browser extensions in a specialized language, and Melicher et al.
[23] present a language with a type system for statically checking
capability use. Unlike these language-specific policy or type-system
approaches, our work guarantees that every exercised capability
in general JavaScript libraries is reported under a lightweight pro-
tected runtime.

Malicious package detection. Existing malicious-package detec-
tors use security-relevant API usage, information flow, version
differences, syntactic or lexical features, and LLM-based review to
identify malicious packages [6, 8, 10, 11, 15-17, 19, 25, 28, 30, 36—
38]. This information may serve as a feature, rule trigger, or seed
for static or dynamic behavioral analysis. These approaches do not
guarantee complete capability coverage for general Node.js code:
some omit dependency code [25, 28, 38], and they do not exhaus-
tively model JavaScript’s dynamic features, native objects, or data
flows across packages.

Prior work also demonstrates evasion of syntactic detectors
through AST rewriting [9] or WebAssembly [27], and limitations of
LLM-based analysis through unreliable reasoning [32] or attention-
diversion attacks [22]. These results motivate capability analysis
that does not miss exercised capabilities.

Node.js vulnerability detection. Several Node.js analyses target
particular vulnerability classes rather than general capability us-
age. Li et al. [21] construct object dependence graphs using static
analysis and apply vulnerability-specific queries, whereas Li et al.
[20] use static taint analysis specialized for detecting prototype
pollution. Unlike our analysis, these approaches determine whether
particular vulnerability conditions hold rather than report all uses
of security-sensitive capabilities. Cassel et al. [3] use dynamic taint
tracking, fuzzing, and exploit synthesis to detect arbitrary com-
mand injection and code execution. Their approach complements
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ours: it can establish exploitability for flows reached by generated
inputs by synthesizing exploits, whereas our analysis identifies
capability uses that can guide subsequent exploitability analysis.

Runtime protection and sandboxing. Runtime protection and sand-
boxing approaches restrict the authority of untrusted code by en-
forcing capability policies [1, 5, 12, 13, 31, 33, 34]. A central chal-
lenge is constructing policies that are restrictive enough to limit
attacks while preserving intended behavior. Existing mechanisms
include static and import-time analysis for inferring RWX permis-
sions [33], call-graph-based derivation of system-call allowlists [34],
and enforcement of capability-enhanced SBOM policies [5].

Pohl et al. [26] derive package policies from JavaScript ASTs by
extracting imported modules, global objects, and explicitly accessed
members, and enforce the policies by modifying the Node.js runtime.
Their policy inference is therefore closest to our AST baseline,
rather than our pointer-based analysis, and does not guarantee
complete capability coverage. Our approach is complementary: it
reports every exercised capability under the protected runtime,
which can support policy generation and review.

Defensive points-to analysis. Defensive points-to analysis and
related work aim to provide analysis guarantees in the presence
of opaque or external code in Java or C programs, without focus
on capabilities. Smaragdakis and Kastrinis [29] retain points-to
information only when the corresponding points-to set is known
to be bounded. Krogstie et al. [18] model locations accessible from
external modules while preserving precision for locations that have
not escaped. Inspired by these approaches, our analysis tracks the
capability-relevant objects only to the extent it can be done soundly
and efficiently. When such an object flows through an operation
that we do not model precisely, we conservatively report every
capability reachable through that object.

8 Conclusion

We have presented a new approach to capability analysis for
JavaScript packages that ensures that every exercised capability
is reported under a protected runtime. Our approach combines a
defensive capability analysis that tracks only capability-relevant
objects and reports capability usage whenever the points-to infor-
mation can no longer track them precisely, with a lightweight run-
time enforcement mechanism that blocks the small set of JavaScript
mechanisms that would otherwise invalidate this guarantee. The
experimental results show that our approach achieves high preci-
sion and good accuracy in identifying capability usage locations,
while also being scalable for large codebases.

We hope this work encourages further research on capability
analysis with strong coverage guarantees. One direction is to make
JavaScript runtimes like Node.js more amenable to static analysis,
for example by addressing the threats discussed in Section 5 and by
avoiding designs that expose sensitive functionality through readily
accessible objects. Another direction is to develop new analysis
techniques that address the remaining challenges involving global
and similar objects, while pinpointing capability-usage locations
even more accurately.
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